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Statement of Copyright Restriction

The Attrasoft program that you have purchased is copyrighted by Attrasoft, and your rights of ownership
are subject to the limitations and restrictions imposed by the copyright laws outlined below.

It is against the law to copy, reproduce or transmit (including, without limitation, electronic transmission
over any network) any part of the program except as permitted by the copyright act of the United States
(title 17, United States code). However, you are permitted by law to write the contents of the program into
the Machine memory of your computer so that the program may be executed. You are also permitted by
law to make a back-up copy of the program subject to the following restrictions:

e Each back-up copy must be treated in the same way as the original copy purchased from Attrasoft;

o No copy (original, or back-up) may be used while another copy, (original, or back-up) is in use;

o If you ever sell or give away the original copy of the program, all back-up copies must also be sold or
given to the same person, or destroyed:;

This User’s Guide and Reference Manual is copyrighted by Attrasoft.
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About Attrasoft SecurelmageMessage

Internet is not safe; your computer is not safe. You have to use the Internet; you have to use your
computer.

Images are ideal for hiding data (Steganography) mainly due to the fact that there are huge amount of
images.

SecurelmageMessage allows you to hide your important messages in images so you can store them safely
and send/receive them safely.



Installing Attrasoft SecurelmageMessage for Windows

To Setup:
Create a folder
Copy folder, CD:\securelmagemessage\, to a folder, say, C:\securelmagemessage\.

To Run:
Click the only exe file in the folder.

© Attrasoft 2015
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1. Introduction

1.1 Why Do You Hide Data ?

Internet is not safe; your computer is not safe. You have to use the Internet; you have to use your
computer.

Images are ideal for hiding data mainly due to the fact that there are huge amount of images.

SecurelmageMessage allows you to hide your important messages in images so you can store them safely
and send/receive them safely.

1.2 Why Attrasoft SecurelmageMessage ?

@ Attrasoft SecurelmageMessage 2015 (http://attrasoft.com)

Enceding Decoding Help

ajpg I 4. Encoding I I Image Library I
3. A Cypher Image | bjpg l B. Decoding ] l Clear ]

Encoding (Type. Click 2. 3, 4, 5): Drag & drop files into text boxes.
1. Enter @ message here; Plain image;

2. Select Plain Image or Drag & Drop an Cypher image;

Image from Image Library to the first text
b

3. Select Cypher Image to be Sent.

4. Create Cypher Image.

5. Send the Image from thig folder.

Decoding (Click A, B):
A. Select Cypher Image.
B. Decipherthe Image.

I Plain Text Plain Image Open Cypher Image | 5. Open Decipher Text I

Attrasoft SecurelmageMessage is a customized Steganography software; each copy is customized so
you can have maximum security.

Your copies are the only copies of the software in existence; Attrasoft does not have a backup copy of
your software.

If you lose your software, no one, including Attrasoft, will be able to decode your message.

1.3 How to Operate Attrasoft SecureImageMessage

The software can encode and decode messages.



Encoding:

1. Enter a message to the first text window;

2. Select a plain image or drag & drop an image to the first text box.

3. Select a Cypher Image to be sent.

4. Create a Cypher Image.

5. Click the button “5. Open” to open the folder containing the encrypted image. Drag and drop
this image to your email to send this image. Drag and drop this image to a folder to save this
image.

Decoding:
A. Select a Cypher Image or Drag & Drop an image to the second text box.
B. Click the button “B. Decoding” to decipher the Image.



2. Getting Started

To use the SecurelmageMessage, start the SecurelmageMessage by clicking the exe file in the software

folder:

=[5 g
@L‘Jv‘ W\ SecurelmageMessage - ]_‘, | | Search SecurelmageMessage 2 |
- — - - i ——
File Edit View Tools Help
Organize = Open Burn New folder = « [ @
i Name : Date modified Type Size
L images 2/9/201512:32 PM File folder
= a.jpg 7/11/2014 6:21 AM  JPEG image 7KB
| abt 1/27/20151210 PM  Text Document 1KB
=] b.jpg 2/5/20151:42 PM JPEG image 198 KB H
| bt 2/5/201512:53 PM Text Document 1KB
=] c.jpg 2/4/201510:47 AM  JPEG image 198 KB
(%] CryptorObject.dll 1/20/201510:33 AM  Application extens... 262 KB
%] Helper80.dil 5/13/2008 11:30 AM  Application extens... 24 KB
| % secureMessage.exe 2/9/201511:34 AM  Application 197 KB
ecureMessage.vshost.exe 19/ 33 AN Application
EE M h 2/9/201511:33 AM  Applicati 12 KB
|| SecureMessage.vshost.exe.manifest 3/17/201011:39 PM MANIFEST File 1KB
|| SteganographyDataStructure.dll 1/28/20151:40 PM  Application extens... 6 KB
%) SteganographyDecodingData.dll 2/5/201511:08 AM  Application extens... 9KB
g |%| SteganographyEncedinglmage.dil 2/5/201511:53 AM  Application extens... KB
L |%| SteganographyEncryptionDataStructure.dll  1/28/201511:41 AM  Application extens... 5KB
P || SteganographyEntryPoint.dll 2/5/20151:33 PM Application extens... 11 KB
.
>,
H 5} ecureMessage.exe Date modified: 2/9/ : ate created: 2/9/ :
! S M D dified: 2/9/201511:34 AM D d: 2/9/201512:32 PM
;,.“{; Application Size: 197 KB
L =
The software looks like this:
v
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I Encoding  Decoding  Help
2. Plain Image ajpg [ 4. Encoding ] [ Image Library ]
3. A Cypher Image | bjpg [ B. Decoding ] [ Clear ]
Encoding (Type, Click 2, 3, 4, 5): Drag & drop files into text boxes.
1. Enter 3 message here; Plain image;
2. Select Plain Image or Drag & Drop an Cypher image;
Image from Image Library to the first text
box.
3. Select Cypher Image to be Sent.
4. Create Cypher Image.
5. Send the Image from this folder.
Decoding (Click A, B):
A. Select Cypher Image.
B. Decipher the Image
I Plain Text Plain Image Cypher Image Decipher Text




2.1 Encoding

The encoding procedure is:

1. Enter a message to the first text window;

2. Select a plain image or drag & drop an image to the first text box.

3. Select the Cypher Image to be sent.

4. Create a Cypher Image.

5. Click the button “5. Open” to open the folder containing the encrypted image. Drag and drop
this image to your email to send this image. Drag and drop this image to a folder to save this
image.

1. Enter a message to the first text window.

You can cut and paste a message to the first text window. We will simply type: “How are you?””:

# Attrasoft SecurelmageMessage 2015 (http:/fattrasoft.com) =NACE X
Encoding Decoding  Help
2. Plain Image aipg [ 4_Encoding ] [ Image Library ]
3. A Cypher Image | bijpg [ B. Decoding ] [ Clear ]
How are you? Drag & drop files into text boxes.
Plain image;
Cypher image;
Plain Text Plain Image Cypher Image Decypher Text

2. Select a plain image.

You can use the button “2. Plain Image” to select an image; or drag & drop an image to the first
text box. There is an image, a.jpg, in the software folder:



<10k m-_w-m: i «[ b [ scarcr Secureimsgeitessage »
| Bl 9 Yew Joos Melp —— ——— — ]
| Orgenize = = Open Bumn New folder = ow P

198
- cipg P re 98 K
% CryptoeObject.dll n 7K
% Helpest0.dil Ly
D SecureMessage.exe 197 KB
* 7 SecureMessage.vshost exe
SecureMessage.vshostexemandest
% ReganographyDataStructure.dil
% SteganographyDecodingData.di
4 S Steganographytncodnmgimage. it 2 1
aF % SteganographyfncryptionDataStructure.dll 172872015 1141 AM
- % SteganographytmtryPome a8 /52015133 M Ag 2on exter
AL
.'?,} SecureMessage.exe Date moddied 2/9/2015 1134 AM Date crested: 2/8/2015 12:32 PM
W Apphcat 197 KB
Y P
Let us drag & drop this image, a.jpg, to the first text box:
r = B
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Encoding Decoding Help
2. Plain Image gC:\SemrelmageMessage\a.jpg , [ 4. Encoding J [ Image Library ]
3.A Cypher Image | bipg [ B.Decodng |[ cCear |
How are you? Drag & drop files into text boxes.
Plain image:;
Cypher image;
|
Plain Text Plain Image Cypher Image Decypher Text
N

3. Select the Cypher Image to be sent.
You can use the button “3.A. Cypher Image” to enter an image name; this image will be created.

If you want to use an existing image, drag & drop an image to the second text box and the
existing image will be overwritten.

There is an image, b.jpg, in the software folder, let us drag & drop this image to the second text
box:



r -_— — ~
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Encoding Decoding Help
2. Plain Image C:\SecurelmageMessage\a jpg [ 4. Encoding ] [ Image Library ]
3. A. Cypher Image c ecurelmageMessage'b jpg > [ B. Decoding ] [ Clear ]
How are you?| e R Drag & drop files into text boxes.
Plain image:;
Cypher image;
Plain Text Plain Image Cypher Image Decypher Text
L

4. Create the Cypher Image.

Click the button “4. Encoding” to create the cypher image.
. [E=EEE™=X=)

(= — —— — —
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Encoding Decoding Help
2. Plain Image C:\SecurelmageMessage\a jpg 4. Encoding Image Library
3. A. Cypher Image | C:\SecurelmageMessage'b jpg B. Decodi Clear
A
How are you?
Plain Text Plain Image Cypher Image Decypher Text

5. Click the button “5. Open” to open the folder containing the encrypted image.
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2. Plain Image C:\SecurelmageMessage\a jpg [ 4. Encoding ] [ Image Library ]

3. A Cypher Image | C:\SecurelmageMessage\bjpg [ BDecodng |[ cCear |
How are you? Encoding end! I
|
I

Plan Tex s |

Click the button “5. Open” to open the folder containing the encrypted image.

e
IO iageticnad] —— [ scar Secureimaseiasoge 5
[ g fd Yew ook Mep - S - ]
i Organize » = Open Bumn New folder o i o
- Name x Date moddied Type Sae
f kS

e ]

% CryptocObject.dll

% Helpest0.dil

% SecureMessageexe

* | SecureMessage.vshost exe
SecureMessage vshost exemandest

% SeganographyDataStructure.dil

% SReganographyDecodingData.di 2/5/2 o8 A App

& Steganographytncedngimage.dt S/205511453 AM  Apphcation exter 5 K8

% SteganographyfncryptionDataStructuredll  1/28/2015 1141 AM Apphcation e S

- o SteganographytatryPome.ds 25201513

Apphcaten Sue 197 XB

!7)\ SecureMessage.exe Date moddied 2/9/2015 1134 AM Date crested: 2/9/2015 1232 PM
’
"

Click “b.jpg” and you will see:



Do you see any messages in this image?

Now drag and drop this image to your email to send this image. Drag and drop this image to a
folder to save this image.

2.2 Decoding

The decoding procedure is:

A. Select the cypher image or drag & drop an image to the second text box.
B. Click the button “B. Decoding” to decipher the Image.

Assume you have just received an encrypted image:

A. Select the cypher image or drag & drop an image to the second text box.

Drag & drop the image, b.jpg, to the second text box:



-
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Encoding Decoding Help

2. Plain Image ajpg [ 4. Encoding

J
3. A. Cypher Image 6 [ BDecodng |[ cCear |

Encoding (Type, Click 2, 3, 4, 5): Drag & drop files into text boxes.
1. Enter a message here; Plain image;

2. Select Plain Image or Drag & Drop an Cypher image:;

Image from Image Library to the first text
box.

3. Select Cypher Image to be Sent.
4. Create Cypher Image.
5. Send the Image from this folder.

Decoding (Click A, B):
A. Select Cypher Image.
B. Decypher the Image.

Plain Text Plain Image Cypher Image Decypher Text

B. Click the button “B. Decoding” to decipher the Image.

Click the button “B. Decoding” to get the following image, which has a decipher message in the
second text window:

(=] © ]

i 9 9
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Encoding Decoding Help

!
C:\SecurelmageMessage'b jpg [ B. Decoding ][ Clear ]

: o - S—

Encoding (Type, Click 2, 3, 4, 5):

1. Enter a message here;

2. Select Plain Image or Drag & Drop an
Image from Image Library to the first text
box.

3. Select Cypher Image to be Sent.

4. Create Cypher Image.

5. Send the Image from this folder.

Decoding (Click A, B):
A. Select Cypher Image.
B. Decypher the Image.

Plain Text Plain Image Cypher Image Decypher Text

2.3 Image Library

Click the button “Image Library”:



s
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Enceding Decoding  Help
2 Plain Image ajpg Image Library )
3. A Cypher Image | bijpg B. Decoding lear
Encoding (Type, Click 2, 3, 4, 5): Drag & drop files into text boxes.
1. Erter a message here; Plain image;
2. Select Plain Image or Drag & Drop an Cypherimage;
Image from Image Library to the first text
b
3. Select Cypher Image to be Sent.
4. Create Cypher Image.
5. Send the Image from this folder.
Decoding {Click A, B):
A Select Cypher Image.
B. Decypher the Image.
Plain Text Plain Image Cypher Image Decypher Text
L )

————

to quickly open a folder of images:

QQ ’ | « Secure.. » images Y | + H Search images ,OI

. File Edit View Tools Help

Organize v Include in library « Share with v » =« [0 @

" ~
. Favorites =

Bl Desktop
& Downloads

ﬁ

0 |
=l Recent Places

- = Chrysanthemum. Desert.jpg
. Libraries jpg

E:J Documents

@' Music

[=| Pictures

/M Computer
&L, 0sDisk (C:)

) SecurelmageMessage

o

2 items

Now you can start to drag and drop images quickly.




